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infrastructure. Nevertheless, in many countries and regions,
critical information infrastructure protection (CIIP) efforts remain
at a relatively nascent stage. Early and widespread approaches to
critical information infrastructure protection are informed by
higher income, early digitising nations, which may not reflect the
priorities, needs, or challenges faced by late-digitising emerging
economies. This paper analyses CIIP efforts and processes in
Nigeria and Egypt, considering the degree to which the standards
and approaches to ClIP adopted by early digitising countries
apply to each county’s experience. Evidence from both countries
suggests that emerging economies will not follow the same
trajectory or benefit from the same lessons learned in CIIP as
early digitising regions of the world. Both countries face a
different mix of Cll and Cll-vulnerabilities, a greater emphasis on
internal cyberthreats, and significant resource and capacity
constraints in comparison to early digitising nations. This
suggests that ‘leap-frogging’ may not always be possible, and
innovative, context-specific CIIP policies and strategies are needed.

KEYWORDS
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Introduction

Emerging economies across the world are undergoing a rapid digital transformation. Over
the past decade, the number of internet users has more than doubled to nearly 5 billion,
and may reach 6.5 billion, 90 per cent of the world’'s population, by 2030 (Kemp 2022;
Morgan 2019). Due to a growing population and low comparative rates of digitisation,
the growth in global internet users is being driven not by high income countries, but
by emerging economies in Asia, Latin America and Africa. As observed by former
Google executive Caesar Sengupta (2020), these new users ‘experience the internet differ-
ently from those who came before them ... more and more, it’s their needs and ideas that
are shaping the future of technology.’

This accelerated digitisation has led to growing innovation in many emerging econom-
ies across the world. Low- and middle-income countries such as Kenya, India and El
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Salvador are establishing themselves as global leaders in the adoption of mobile money
and cryptocurrency (Onyago 2022; Chainalysis 2022; Lopez and Livni 2021). ‘Smart’ city
technologies, from Al-powered surveillance systems to robots who direct traffic, can be
seen on the streets of cities such as Tunis, Kinshasa, Astana and Medellin (Allen 2021).
The COVID-19 pandemic has further accelerated this transition, with businesses moving
their operations into the cloud to expand their reach and enable remote work.

While the global digital transformation has been recognised as being a source of pros-
perity and power, it is also a source of risk. As they have digitised, the critical infrastructure
that is essential to the future growth and prosperity in emerging economies is becoming
increasingly cyber-dependent - and vulnerable to cyber-enabled threats. Computer
systems in India’s electricity network and the Brazilian state-owned gas giant Petrobras
were among those affected by the Wannacry ransomware attack, which has been
widely attributed to North Korea (Gosh and Ashok 2017). In what has probably been
the most significant act of cyber sabotage in Africa to date, shipping in much of Southern
Africa was brought to a halt because of a ransomware attack against Transnet, the South
African port operator (Reva 2021). Cybercriminal groups based in Egypt have repeatedly
attempted to sabotage public services, government institutions, and ICT infrastructure in
Ethiopia over the filling of the Grand Ethiopian Renaissance Dam, a major source of
tension between the two countries (Al-Monitor 2022). In late 2022, Ghana’s state-oper-
ated electricity company was hit with a ransomware attack, disrupting the entire country’s
supply of electricity (Segal 2022). And in July 2023, the hacking group Anonymous Sudan
launched a debilitating cyberattack against Kenya’'s mobile payment and e-government
services systems (Mwai and Nkonge 2023).

Despite these growing vulnerabilities, there has been little progress in protecting critical
information infrastructure in many emerging economies, which we define for the purposes
of our argument as late-digitising, low and middle-income countries that are predominantly
located in the Global South. Many, if not most, emerging economies lack basic critical infor-
mation infrastructure protection policies, strategies and legal frameworks; in some, what
constitutes ‘critical information infrastructure’ is neither defined nor identified. To date,
the most widely implemented approaches to critical information infrastructure protection
have been designed by high-income, technology dependent countries. This may make
them ill-suited to a more resource-constrained context confronted in emerging economies,
who may need to prioritise sectors, resources and approaches.

In this paper, we argue that emerging economies need to take an approach to the pro-
tection of critical information infrastructure that is informed by, but also distinct from, the
approaches, standards and policies set up by early digitising countries. Drawing on the
case studies of ongoing critical information infrastructure protection efforts in Nigeria
and Egypt, two large, rapidly digitising emerging economies with ongoing Cll protection
efforts, we argue that each country faces Cll vulnerabilities, opportunities and risks that are
different from early digitising countries. These differences include rapidly growing vulner-
abilities in key sectors such as finance and telecommunications; nodes of critical infrastruc-
ture that serve as ‘single points of failure’ whose compromise has the potential to effect
large swathes of their populations; significant constraints in physical and human resources;
and a strategic prioritisation of cyberthreats from internal sources such as criminals and
insurgent groups rather than external, state-sponsored actors. Due to these differences,
we argue that ‘leap-frogging’ wealthier, early digitising nations is not always possible.
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A key conclusion of our analysis is that emerging economies cannot and should not
rely strictly on frameworks developed by wealthy, early digitising economies to protect
their critical information infrastructure. These frameworks can serve as a starting point,
but changes in technology, a different mix of sectoral-level vulnerabilities, and resource
constraints means that leaders in emerging economies will need to adopt-context
specific, adaptive and economical approaches to identifying and protecting critical infor-
mation infrastructure in their countries. Experience from both Nigeria and Egypt indicate
that context-specific investments in people and processes, as opposed to more expensive
or advanced technologies, can go some way to mitigating deficits in physical and human
resources that many emerging economies face in comparison to higher-income, more
technology dependent nations.

The remainder of this article is structured as follows. In the second section, we briefly
summarise and trace the evolution of existing global efforts to protect critical information
infrastructure. In the third section, we discuss existing efforts to protect critical infrastruc-
ture in emerging economies, arguing that existing efforts to protect critical information
infrastructure in emerging economies have been driven mostly by standards devised in
wealthier, technology-dependent, high-income regions of the world. We lay out our argu-
ment for why different sectoral-level mixes of vulnerabilities, advances in technology, and
resource constraints merit a different approach for understanding and redressing critical
information infrastructure vulnerabilities in emerging economies. In the fourth and fifth
sections, we illustrate our argument using examples from Nigeria and Egypt. A final
section offers some brief concluding thoughts and recommendations to inform
broader global critical information infrastructure protection debates based on the experi-
ences of Egypt and Nigeria.

Existing approaches to critical information infrastructure protection

Critical information infrastructure (Cll) is commonly defined by leading organisations as
information systems whose disruption would have a debilitating impact on society. For
example, the Internet Engineering Task Force (2007) defines ClI as ‘systems so vital to a
nation that their incapacity or destruction would have a debilitating effect on national
security, the economy, or public health and safety’ (86). This definition closely mirrors
those adopted by leading countries and international organisations (ITU 2008; OECD
2008; African Union 2014; United States 2013; GFCE (Global Forum on Cyber Expertise)
and Meridian 2017). Physically, critical information infrastructure includes interconnected
systems, such as telecommunications and satellite networks, whose operation is necess-
ary for the function of critical infrastructure across multiple sectors (Maglaras et al. 2018).
It also includes systems within specific sectors, such as energy, manufacturing or transpor-
tation sectors, whose interruption would have significant impacts on national security or
societal well-being. These systems may be connected to the internet, but also include
industrial control systems (ICS) that automate industrial processes such as energy trans-
mission or water treatment.?

Emerging economies have not entirely been absent from, and, to a degree, have been
instrumental in helping to shape current global norms surrounding the protection of criti-
cal infrastructure. To date, the world’s two major efforts include the UN-sponsored Group
of Government Experts (GGE), which was largely led by the United States and its allies, and
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the Open-Ended Working Group (OEWG), which grew out of a Russia-sponsored resolution.
Despite these two groups working in opposition, both agree on the importance of Cll pro-
tection. The GGE, which consisted of 25 experts roughly evenly divided between countries
from the Global North and South, developed and endorsed a list of 11 voluntary norms of
state behaviour, including norms that call on states to ‘take appropriate measures to
protect their critical infrastructure from ICT threats’ and ‘respond to appropriate requests
for assistance by another State whose critical infrastructure is subject to malicious ICT-
attacks’ (United Nations 2021b, 13). The final report of the OEWG (United Nations
2021a), which also included the participation of many emerging economies, likewise rec-
ommends that states should not conduct or support ICT activity that ‘intentionally
damages critical infrastructure or otherwise impairs the use and operation of critical infra-
structure to provide services to the public’, and further calls on states to ‘strengthen
measures to protect all critical infrastructure from ICT threats’ (5). Beyond the leadership
of major global cyber powers such as the United States, China and Russia, it should be
noted that several emerging economies from the Global South, including Brazil, India,
Indonesia, Kenya, Egypt and South Africa, were active participants in both processes.

While there exists global consensus on the importance of Cll protection, it should be
noted that the guidelines recommended by the GGE and OEWG remain voluntary, and
there is no universally accepted body of policies, laws, legislative and legal practices
that address the protection of critical information infrastructure. More problematically,
the current most widely adopted standards and approaches to Cll protection have
been developed in large part based on the experiences of high income, technology
dependent countries predominantly located in the Global North. In part, this is because
they were the first nations to digitise. For example, preventing cyberattacks to critical
infrastructure was the first of three objectives outlined in the world’s first national cyber-
security strategy, released in 2003 by the newly created United States Department of
Homeland Security (2003). The European Network and Information Security Agency
(ENISA) was founded in 2004 as an independent agency to improve the resilience of criti-
cal information infrastructure and systems across Europe (Hashem 2017).

Though many nations across the world have implemented or are in the process of imple-
menting critical information infrastructure protection policies (de-Jong-Chen and O'Brien
2017), the earliest and the most widely used frameworks, such as the OECD’s Council’s Rec-
ommendation on the Protection of Critical Infrastructures, as well as the National Institute
for Standard and Technology’s (NIST) Cybersecurity Framework, were developed in Europe
and the United States, respectively. Based on existing standards and guidelines, the NIST
framework offers organisations a tiered approach to developing and assessing their
cyber institutions along five core critical infrastructure protection functions: identification,
protection, detection, response and recovery. The framework itself is meant to be flexible
and can readily be applied to any of the 16 sectors identified by the US as containing critical
infrastructure: chemical, commercial facilities, communications, manufacturing, dams,
defence industry, emergency services, energy, finance, food and agriculture, government
facilities, health care, information technology, nuclear materials, transportation and water.

These standards were developed to reflect the domestic priorities of Europe and the
United States and, despite their widespread adoption, weren’t necessarily intended to be
global standards. A few organisations, such as the Global Forum on Cyber Expertise, offer
general guides for emerging economies, largely based on leading international standards
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(GFCE and Meridian 2017; Internet Society and AU 2017). More recently, regional bodies
such as the African Union (AU 2014; Internet Society and AU 2017) and ECOWAS (2021)
have begun to develop ClI policies and standards of their own. The more comprehensive
of these are clearly informed by, but also distinct, from the standards first put forth by
early digitisers.

Nevertheless, in part because many emerging economies are still in the process of digi-
tising, there have been few efforts to analyse how, whether, and to what extent their
experiences with Cll protection might differ from those in richer, and often more technol-
ogy dependent regions of the world. Few, if any, in-depth case studies documenting the
experience of emerging economies in designing and implementing Cll protection policies
exist.® This represents a major gap in our ability to effectively understand and approach
Cll protection in emerging economies across the world.

There are good reasons to suspect that some Cll-related threats will manifest differ-
ently in emerging economies, and therefore require different mixtures of policies and
standards to address than those developed by earlier digitising economies that are in
widespread global use. For example, the African Union and Internet Society Guidelines
on Internet Infrastructure Protection suggest that key differences between Africa’s
threat landscape from much of the rest of the world includes ‘intermittent connectivity’
resulting from insufficient resources, high costs, and lack of trained workers, as well as
out-of-date and unpatched software embedded in many commercial systems. Some
scholars have suggested that existing protection guidelines and standards, such as Com-
puter Security Incident Response Teams (CSIRTS), are too costly for many stakeholders in
emerging economies, in particular, small, medium and informal enterprises. They propose
the creation of cost-effective, community-oriented cybersecurity protection entities such
as Security, Advisory and Warning Teams (C-SAWs) or Warning, Advice and Reporting
Points (WARPs) (Ellefsen and von Solms 2010; Mouton and Ellefsen 2013). Others have
observed that the growth in mobile broadband in Africa is leading to new kinds of vulner-
abilities that ‘must be realised and taken into account within Critical Information Infra-
structure’ (von Solms and Kritzinger 2012, 120; Musarurwa and Jazri 2015).

The rapidly expanding pace of digitisation has meant that there now exists a significant
number of emerging economies with growing rates of internet penetration. Many such
countries have yet to begin, or have only just begun, to develop legal, policy, institutional
architecture to address cyber-related threats to their critical infrastructure. In Europe, for
example, nearly 90 per cent (40/46) countries address critical information infrastructure
protection as a component of national cybersecurity strategy and policy, compared to
just over 50 per cent (78/148) across the rest of the world (ITU 2021, 10).

In-depth case studies documenting Cll protection efforts in late-digitising, lower
income countries could significantly further our understanding of the degree to which
the oldest and most widely adopted Cll standards, such as the NIST, offer useful frame-
works for Cll protection in emerging country contexts. Fortunately, while much of the
rest of the world continues to lag significantly wealthy, technology dependent nations
in Europe, North America and parts of Asia, there now exist quite a few emerging econ-
omies with experience in developing, adopting and implementing their own Cll protec-
tion policies. For example, between 2018 and 2020, the African region added six new
National Computer Emergency Responses Teams, increasing the total number of
countries from 13 to 19 (out of a total of 44) (ITU 2021, 7).
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Critical information infrastructure in emerging economies

While global critical information infrastructure protection approaches can inform the
experience of late-digitising emerging countries, such countries face different sets of
opportunities and challenges. We draw on the experiences of two emerging economies
with significant ongoing critical information infrastructure protection efforts, Nigeria
and Egypt, to advance three series of interrelated arguments.

First, emerging, late digitising regions tend to face a mix of sectoral-level risks to their
critical information infrastructure that is different from early digitising regions. High
income, technology-dependent countries possess a significant cyber-dependent critical
infrastructure, and have long feared broad, debilitating attacks by geopolitical rivals.
Former US Defense Secretary Leon Panetta (2012) famously warned of a ‘cyber-Pearl
Harbor’ targeting ‘computer control systems that operate chemical, electricity and
water plants’ that could cause ‘physical destruction and the loss of life’. For this reason,
it is state-sponsored attacks, such as those against Iran’s nuclear programme, Russia’s
attacks on Ukraine’s energy grid and the US industrial supply chain, and China’s hack
of the attacks on the US Office of Personnel Management, that have tended to draw atten-
tion from policymakers because of their perceived geopolitical, economic and national
security implications.

For emerging economies, state-sponsored threats to critical infrastructure are not
insignificant. The Chinese sponsored hack of the African Union (Fidler 2018), the use of
Pegasus malware for interstate espionage by countries such as Rwanda and Morocco
(Allen and La Lime 2021), and threats against Ethiopia from the Egypt-based Cyber
Horus group (Al-Monitor 2022) each attest in various ways to the rising significance of
state-sponsored cyberthreats. Nevertheless, for many emerging economies, an ‘almost
total dependence on imported hardware and software’ (van der Waag-Cowling 2020),
combined with a relative lack of technology dependent critical infrastructure, may
make the threat of a major, devastating state-sponsored cyberattack more remote
(Allen and van der Waag-Cowling 2021).

Furthermore, many emerging economies across the world are equally, if not more sen-
sitive, to internal cyberthreats from organised criminal networks, armed groups, or dis-
gruntled insiders within businesses or government organisations who use their
privileged access to extort resources. As Mailyn Fidler (2023) argues in her analysis of
cyber stability in Africa, ‘for many African states, negotiations on the international stage
also serve a second goal of increasing government control and regime stability at
home’ much of which ‘comes from African state experiences with conflict and governance
by proxy’ (284).

Sectorally, perhaps the biggest risks to critical information infrastructure in emerging
economies lie in rapidly digitising areas of the economy such as finance, or in the
threats to specific single points of failure. Whereas in Europe and the United States,
banking companies such as Deutsche Bank, JP Morgan Chase, or Bank of America have
enabled the financial sector to remain relatively secure by investing billions of dollars
in cybersecurity, the banking sector in much of the emerging world is highly vulnerable
(Bursztynsky 2021). In part, this is because local banks in emerging economies do not have
the same degree of resources as their counterparts based in higher income countries. But
it is also because the financial sector landscape in these countries is more diverse, with the
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explosion of growth in the mobile payment sector. The African region, for example, has
become a global leader in digital finance in part because companies like Kenya's
MPESA offer convenient, affordable means for underserved individuals to store and trans-
fer money. As these mobile payment networks have grown, however, they have also
become increasingly insecure and subject to an array of novel kinds of cyberattacks
(INTERPOL 2020; Augustine 2022).

In addition, whereas higher income regions of the world face the problem of needing
to protect an abundance of ClI, the scarcity that exists in many emerging economies poses
its own series of challenges: the existence of ‘single’ points of failure that, if attacked, have
significant economic implications. The Global North, for example, has the luxury of being
served by dozens of undersea internet cables, such that the cut of one or two cables does
not much affect internet speeds in places such as Tokyo or Madrid. In places such as Maur-
itania and South Africa, however, undersea cable cuts have meant days, weeks or even
months of limited or significantly degraded internet access (Baynes 2018; Browdie
2020; Fidler 2023). There is perhaps no better illustration of the risks posed by cyberat-
tacks on single points of failure than the 2021 attack against South Africa’s state-
owned port operator, Transnet, which briefly brought shipping - and thus a significant
chunk of economic activity — across the entire South African region to a halt (Reva 2021).

Second, and relatedly, critical information infrastructure protection efforts in emerging
economies are hampered by deficits in physical and human resources. When it comes to
physical capital and resources, much of the extant critical infrastructure that exists in
emerging economies across the world does not have or cannot afford state of the art
systems or software. Instead, enterprises who manage and protect Cll tend to rely
more on outdated platforms and older machines, and often critical infrastructure that
is a hybrid mix of both existing legacy infrastructure and newer systems (Allen and van
der Waag-Cowling 2021).

Similar challenges exist with respect to human resources. Across the world, there exists
a well-documented gap in the number of qualified cybersecurity professionals and open
positions. However, whereas in high income countries, this gap is driven in part by a ten-
dency on the supply-side to seek certified, and at times, overqualified applicants for entry
level jobs (ISC2 2022), in emerging economies, the issue is as much to do with a lack of
qualified entry-level applicants. Leading publications and practitioners often opine how
easy it is to learn basic cybersecurity skills through online courses offered by platforms
such as Coursera or Udemy (Brown and Tomaschek 2022; Gupta 2022). However, even
basic cybersecurity training requires literacy, programming knowledge, access to a per-
sonal computer, and internet connectivity, luxuries which remain out of reach for much
of the world’s population. For nations who face what they perceive to be choices
between investing in critical infrastructure cybersecurity and more basic needs surround-
ing the need for access to education and digital connectivity, the latter is often, and with
some justification, prioritised over the former.

In part as a result of these resource constraints, our analysis calls into question simplistic
narratives about whether digitisation offers, in part through the development of critical
information infrastructure, the opportunity for emerging economies to ‘leapfrog’ wealthier,
more digitised nations. To be sure, late digitising countries do receive significant benefits in
being able to learn from the experiences and adapt from state-of-the-art policies, strategies
and infrastructures from wealthier, highly digitised regions of the world (Soete 1985; Fong
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2009). There has been much innovation, and a significant amount to learn from how policy-
makers and practitioners in emerging countries have adapted Cll protection standards to
their local contexts. And insofar as emerging economies seek to build out and prioritise
their existing energy, telecom, transportation, financial and public service infrastructure,
opportunities to leapfrog wealthier regions of the world do exist.

Nevertheless, our analysis also suggests that leapfrogging efforts face serious
obstacles. So long as emerging economies cannot afford state of the art systems, soft-
ware, or investments in human resources, their critical infrastructure is likely to remain
more vulnerable than in higher income countries. And insofar as their critical infrastruc-
ture in sectors such as finance and telecommunications is structured differently, with a
different mix of technologies and vulnerabilities, than in early digitising countries, emer-
ging economies need to adopt their own, localised, context-specific approaches to iden-
tifying and protecting critical information infrastructure. Successful leapfrogging requires
‘much more than the mere installation and application of systematized knowledge’, but
also ‘the application of implied knowledge regarding the organisation and management
of the technology and its application to the contextual environment in which it is to be
used’ (Davison et al. 2000). Deficits in resources and different sectoral-level risks suggest
that there is no ‘one-size-fits-all’ approach to Cll protection, and that emerging economies
would do well to prioritise adopting context-specific policies, processes and legal frame-
works to mitigate what are likely to be persistent deficits in their ability to adopt state of
the art systems and updated software (Fidler 2023).

We advance these arguments through case studies of ongoing efforts to protect critical
information infrastructure in Nigeria and Egypt. Both emerging economies have internet
penetration rates that have rapidly risen and are higher than those in their region, and par-
tially as a result have undertaken ClI protection efforts that go back approximately a
decade or more. This puts them ahead of many other emerging economies, some of
which do not have any type of critical information infrastructure protection policy, so to
speak. In this sense, they represent ‘typical’ cases (Seawright and Gerring 2008) for the
kinds of challenges and opportunities many emerging economies are likely to face as inter-
net penetration rates rise, they become more cyber mature, and as they seek to implement
Cll protection policies and standards of their own. We find that each country has adopted
different Cll protection policies, which are to some extent a function of differences in
factors such as regional politics, geography and regime type. We also find each country
has faced shared challenges when it comes to issues such as resource constraints and
the spread of mobile money. Taken together, these two findings strongly suggest that
emerging economies will not necessarily follow the same trajectory or benefit from the
same lessons learned in Cll protection as early digitising regions of the world.

Critical information infrastructure protection in Nigeria

Nigeria, home to over 200 million people, is Africa’s most populous country and largest
economy. Over the past two decades, the country has undergone rapid, if uneven digitis-
ation. As of 2020, approximately 36 per cent of Nigeria's population had internet access,
according to the UN International Telecommunications Union. Most of the country
accesses the internet via a mobile device, due to the rapid digitisation of the telecommu-
nications sector, where mobile penetration rates have reached over 90 per cent. The
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adoption of mobile money is also driving the digitisation of Nigeria’s financial sector,
though the country remains behind regional leaders such as Ghana, Mauritius and
Kenya (Bailey 2022). Nigeria ranks 47th out of 183 countries on the International Telecom-
munications Union Global Cybersecurity Commitment Index, or 4th in Sub-Saharan Africa.

Nigeria’s relatively high ranking is due, in part, to an established national cybersecurity
infrastructure, including critical information infrastructure protection policies. Cll protec-
tion efforts in Nigeria date back to 2014, when the Nigerian government released a strat-
egy on critical information infrastructures protection as part of its initial National
Cybersecurity Strategy (NCS) (Republic of Nigeria 2014). This strategy was updated with
the release of a 2021 National Cybersecurity Policy and Strategy (NCPS) (Republic of
Nigeria 2021). Efforts to implement the recommendations in both strategies are ongoing.

Closely mirroring accepted international standards, the NCPS defines Cll as ‘any system,
network and infrastructure that underpins our national life and ensures our existence and
survival as a country.’ This broad definition means that any digital device, process, or infra-
structure whose disruption could lead to undermining Nigeria’s economic prosperity,
social wellbeing and national security is considered critical information infrastructure.
The latest NCPS also identifies 13 sectors of the Nigerian economy as essential for protec-
tion against physical, human and cyber related threats. These sectors include Power and
Energy, Water, Information Communications, Science and Technology, Banking/ Finance
and Insurance and Health, Public Administration, Education, Defence and Security, Trans-
port, Food and Agriculture, Safety and Emergency Services, Industrial and Manufacturing
and Mines and Steel. These sectors, virtually all of which are included in the NIST, illustrate
that internationally accepted definitions and standards have played an important role in
defining Nigeria's broader approach to critical infrastructure protection.

The infrastructure that is in the process of being set up to enable Nigeria to protect Cll
is more reflective of Nigeria's local context and bureaucratic imperatives. The overall
responsibility for cybersecurity in Nigeria resides with the Office of the National Security
Adviser. The 2021 NCPS has recommended the establishment of a National Cybersecurity
Coordination Centre (NCCC) to coordinate and facilitate cybersecurity at strategic, oper-
ational and tactical levels across the government and private sector. The establishment
of these institutions came from extensive consultations within government and with
private sector, civil society and independent bodies like the Cyber Security Experts Associ-
ation of Nigeria (Allen and Ajijola 2022). The NCCC is intended to balance the need for
high-level leadership and the need for security sector actors to play a central role with
an inclusive, multistakeholder approach to ensure that citizens and the private sector
are actively involved in the design, implementation, and protection of Cll. The NCCC
has, however, yet to become fully operational, in part because the strategy did not
contain dedicated funding allocated to setting it up (Allen and Ajijola 2022).

A significant fraction of Nigeria’s critical information infrastructure is owned or oper-
ated by the private sector, which is primarily responsible for the security of these
systems. Protection of these critical assets is a shared responsibility that cuts across
both government and owners and operators. Owners and operators of these assets are
therefore required to register them in a database created by the government. The
NCPS calls for the establishment of a Trusted Information Sharing Network (TISN), over-
seen by the NCCC, to enable owners and operators to collaborate with one another to
share information and mitigate cyber risk. Trusted Information Sharing Networks were
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first established by the Australian government in 2003, and considered an international
good practice (OECD n.d.). The NCCC provides an oversight function to coordinate activi-
ties of stakeholders and provide necessary information on threats and vulnerabilities that
affect these assets as well as mitigation mechanisms to be shared via the TISN. Though
TISNs do not appear to have begun to mitigate cyber risk (OECD n.d.), such information
sharing mechanisms to enable the protection of Cll are becoming increasingly common
throughout the world.

While much of Nigeria’s formal institutional architecture might not differ significantly
from international standards and good practices, Nigeria faces its own unique mix of risks,
challenges and vulnerabilities at the sectoral level. This becomes evident when examining
the threat landscape and ongoing response efforts in the finance, energy and defence
sectors, which, according to threat analysis from firms such as KPMG (2022), are among
the region’s most vulnerable. In high income countries, bank account ownership is
nearly universal among adults (World Bank 2021, 15), and large, multinational banks
who devote significant portions of their resources to prevent fraud and cyber theft dom-
inate the market. Nigeria’'s financial landscape is far more diverse. As of 2021, only 45 per
cent of Nigerian adults own a bank account, up from 30 per cent of the population in 2011
(Bailey 2022). Much of this increase has been driven by the adoption of mobile money,
which stood at 9 per cent of the population in 2021, and, with a more than doubling
of the number of financial transactions through mobile devices between 2021 and
2022, appears to be rapidly growing (World Bank 2021; Bailey 2022). The migration
from physical to online banking, the need for digital service providers to keep up with
the digital appetite of end users, and increase in technology dependent financial plat-
forms have contributed to the expansion of the attack surface for this sector.

It has also led to a distinct set of challenges. With so much of the population remaining
unbanked, financial access and inclusion, not cybersecurity, remain the Nigerian banking
sector’s biggest challenge. According to a report by the KuCoin (2022), the volatility of the
naira and the lack of access to other forms of banking has led up to 35 per cent of Nigeria's
adult population to trade in cryptocurrency, which given the recent collapse of major
exchanges such as FTX, poses its own set of cyber risks. In the traditional banking
sector, it is insider threats, rather than externally driven cyberattacks, that constitute
the biggest threat (Vanguard Nigeria 2021). At the same time, Nigeria's commercial
banking sector has faced a mass resignation of software engineers, who have secured
better paying jobs in the Global North (Idowu and Ibeh 2022). Taken together, this
strongly suggests that Nigeria's formal institutional architecture will not be sufficient
without investments in human resources, mitigation measures that are tailored to
reduce insider threats, and broader efforts to retain talent and offer a more diverse
array of financial services to citizens.

Though the country has made some investments in the digital transformation of its
electricity, oil and gas sectors, Nigeria’s power sector has yet to record any significant dis-
ruption as a result of a cyberattack (Elemide 2021). In part this is due to a relatively small
attack surface compared to other regions of the world. It is not, however, due in any
meaningful sense to ‘leap-frogging’. Despite a growing dependence on digital systems,
Nigeria’s power system, according to experts, is best characterised as a traditional and
centralised grid system which has been upgraded to a hybrid configuration consisting
of legacy equipment and automated systems. The digitised portions of Nigeria's power
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grid are potentially quite vulnerable to cyberthreats, even as the power grid continues to
rely substantially on legacy systems and infrastructure.

Digitisation also has exposed Nigeria's power grid to potential ‘single points of failure’
that, if attacked, could have significant consequences. In a security assessment of Nigeria’'s
upgraded power system, researchers warn that a cyberattack on the electric power
system, especially the centralised transmission system, would have a significant impact
on electricity supply, most likely leading to blackouts across the country (Ogundari
et al. 2021). This ‘single point of failure’ renders Nigeria vulnerable despite the small
attack surface. Despite these concerns, the prospect of a cyberattack does not rank all
that high on the list of concerns faced in Nigeria’'s power sector. Eighty-five million Niger-
ians, or 43 per cent of the country lack access to electricity, and even for those with access,
the electricity grid is far from consistent or reliable (World Bank 2021). As with the finance
sector, regulators face legitimate questions over whether they should be prioritising
cybersecurity over expanding access to reliable power.

Finally, in the defence sector, Nigeria is one of the few African countries to have set up
an Army Cyber Warfare Command, consisting of an offensive force of up to 2,000 people
(O’Flaherty 2018). The main impetus for the Command appears to have been the rise of the
Boko Haram insurgency, which has harnessed the spread of cellular technology and social
media for purposes of recruitment, defaced the website of the Nigerian Defence headquar-
ters, and was accused of hacking the website of the country’s electoral commission on
election day (O’Flaherty 2018). In addition to a mandate to protect critical infrastructure,
the broad remit of the Command is to ‘monitor the Nigerian Army’s networks and
advise field commanders on how to use the computer-based weapons systems’ (ibid).
While these activities are similar to the cyber units of other nation states, the focus on
internal threats is unusual and potentially assumes responsibilities for Cll protection that
in most other contexts are left to domestic authorities. In countries widely considered to
have a high degree of cyber maturity, such as the United States and China, the main
mission of offensive cyber units is to conduct operations against nation-state rivals or
foreign cybercriminal actors with sophisticated cyber capabilities and global reach.

Nigeria has clearly made significant strides to protect its critical information infrastruc-
ture over the past decade. And while the country’s formal institutional architecture to
protect Cll has been clearly informed by international good practices from early digitising
countries, the country faces a distinct set of challenges, from the prioritisation of service
delivery and access over cybersecurity to cyberthreats from homegrown insurgencies, to
which this institutional architecture must adapt.

Critical information infrastructure protection efforts in Egypt

Egypt, located in North Africa, is the most populous country in the Arab world, home to over
100 million people and possessing over $1 trillion real (PPP) GDP (CIA 2023). Since the mid-
1980s, Egypt has heavily invested in its ICT infrastructure and info-structure as one of the
key building blocks for development (Kamel 2021; El Sherif and El Sawy 1988). Currently,
over 70 percent of the population use the internet and possess near-universal cell phone
access (Egypt Ministry of Communications and Information Technology 2023). These
high rates of internet penetration, which have nearly quadrupled over the course of the pre-
vious decade, coupled with the country’s strategic location, and concerted education and
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awareness-raising efforts by government officials have each contributed to the emergence
of Egypt as a regional, and even global, leader in cybersecurity. It ranks 23rd in the ITU’s
cybersecurity index (ITU 2021). Egypt’s CllI protection institutions date back to 2009,
when the National Telecom Regulatory Authority (NTRA) established Egypt's Computer
Emergency Readiness Team (EG-CERT). It was among the first countries in its region to
create a CERT, which was first created at Carnegie Mellon University under a US government
contract and has since become globally accepted good practice recommended and
measured by organisations such as the United Nations' ITU (2014; 2021). Egypt's Computer
Emergency Readiness Team is the country’s focal point for Cll protection and was founded
to support the ICT, then the financial and government sectors, and anticipate and recover
from cybersecurity threats through incident handling, cyber forensics, malware analysis,
vulnerability assessment, and penetration testing (Hashem 2017; 2019). The establishment
of EG-CERT predates the founding of the country’s main cybersecurity institutions, whose
development its technical expertise helped inform.

Between 2009-2010, a $1.2M national cybersecurity training programme was funded,
organised and sponsored by the National Telecom Regulatory Authority (NTRA), for train-
ing 220 professionals in 38 organisations within the governmental/public sector, banking
sector, education sector, and ICT sector (Hashem 2019). The programme resulted in close
to 200 cybersecurity professionals receiving international accreditation on technical
cybersecurity skills including incident handling, perimeter security, and penetration
testing. The nation programme had a ‘positive impact in creating awareness, enhancing
readiness, and establishing a network of trust and enhanced cooperation spirit among
participating entities as well as among professionals’ (Hashem 2019, 90). The success of
that pilot training programme, along with other capacity building initiatives, resulted in
a perfect score (1.0) on cybersecurity capacity building, as measured by the Global Cyber-
security Index (GCI) of the International Telecommunications Union (ITU 2014), and con-
tributed to the advanced cybersecurity readiness rank that Egypt achieved in 2015 (28th
among 195 countries) (ITU 2015). This experience illustrates that, despite limited
resources, some degree of leapfrogging is possible with investments in human capital
and policy infrastructure in place. Nevertheless, like Nigeria, the loss of human capital
in cybersecurity due to challenging economic conditions is a perennial problem.
Egypt’s national cybersecurity strategy, adopted in 2017, identifies seven key domains
of critical information infrastructure, and the protection of Cll has been a focal point for
the country’s cybersecurity institutions. Article (31) of the Egyptian constitution,
adopted in 2014, states ‘a safe and secure cyberspace is essential for the Egyptian
economy and is a main pillar of Egypt’s national security.” Shortly after the constitution
was completed, the government formed a ministerial-level Supreme Council for Critical
Information Infrastructure Protection and Cybersecurity (often called the Egyptian
Supreme Cybersecurity Council, or ESCC). The ESCC is chaired by the Minister of Com-
munications and Information Technology and has members from the critical sectors as
well as the key security agencies (ESCC 2017). The ESCC is the lead body charged with
the protection of Cll and in 2017 drafted, and since has been charged with implementing,
the country’s National Cybersecurity Strategy. A key goal of this strategy is to ‘confront
cyberthreats and enhance confidence and security of the ICT infrastructure, and its appli-
cations and services in various critical sectors, in order to create a safe, reliable, and
trusted digital environment for Egyptian society.’
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Egypt also has yet to spell out in detail the Cll in each sector worthy of protection. The
2017 National Cybersecurity Strategy mentions the seven ‘Most-Targeted Critical Sectors’
that are the main focus of Cll protection efforts: ICT, financial services, energy, transpor-
tation, health and emergency services, government services, and information and
culture (ESCC 2017, 5-6).

Egypt’s cybersecurity policies have aimed to follow international norms and best prac-
tices recommended by the UN Government Group of Experts (2015) and the ITU's five
working areas: legal/regulatory, technical, organisational, capacity building, international
cooperation (Hashem 2019). This, in part, may help explain the country’s relatively high
GCl ranking.

Egypt does appear to have made more progress than Nigeria in operationalising its ClI
protection architecture. Since its founding EG-CERT has grown from a staff of six to a staff
of over 80, writes hundreds of yearly reports, leads a national cyber drill, and has trained
teams from 30 entities across the Egyptian government and the critical sectors. Progress
has been particularly rapid in the financial sector where the country’s first sectoral level
CERT was established in 2018 by the Central Bank of Egypt (CBE). Amid rising digitisation
and threats to the sector due to the COVID-19 pandemic, the Central Bank developed a
Financial Cybersecurity Framework and established a Cybersecurity Division with a staff
of 90. It has completed a cybersecurity readiness assessment at the 10 largest Egyptian
banks, trained 200 financial sector cybersecurity professionals, and is aiming to bring
the cybersecurity posture into compliance with international standards such as the
NIST Cybersecurity Framework, ISO 27001/27002, CIS controls, and PCI-DSS. This training
programme was financially supported by participating banks, which were increasingly
becoming subject to cyberattacks.

Even as authorities move to secure Egypt’s traditional banking sector, authorities face
similar questions to their counterparts in Nigeria with questions concerning how to recon-
cile the cyber risk posed by the adoption of mobile money with the need for financial
inclusion and access. In the wake of the COVID-19 pandemic, mobile money and e-trans-
actions grew rapidly, by 175 per cent between 2020 and 2021 (Mazloum 2022). This
growth has been driven because of the mobile money’s utility in providing financial
access to Egypt’s adult population, a majority of which is unbanked (World Bank 2022).
The growth of mobile money, in turn, has led to an explosive growth in fraud and phish-
ing. According to the cybersecurity research firm Kaspersky, over 50 per cent of digital
wallet users in Egypt have been attempted victims of phishing via text message, phone
calls, or fake websites, though users surveyed expressed a high degree of awareness
regarding these threats (Daily News Egypt 2022). This strongly suggests that, as in
Nigeria, Egyptian authorities will need to calibrate their efforts to protect the financial
industry to both meet the needs of a large unbanked population and address the some-
what specific kinds of cyber risk posed by the spread of mobile banking.

If the Egyptian financial sector faces a threat environment that in many ways mirrors
that of Nigeria, Egypt's geography means that authorities are more concerned about
externally motivated cyberthreats. One reason why Egypt possesses relatively robust
cyber defence capabilities may be explained by the fact that 16 undersea cables, or 17
per cent of the world’s internet traffic, passes through its borders (Burgess 2022). With
a reasonable amount of frequency, Egypt’s critical infrastructure has been caught up, tar-
geted or compromised by cyberattacks from Iran, widely recognised to possess among
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the world’s most sophisticated offensive cyber capabilities. Hackers working for Iran or its
proxy, Hezbollah, have been attributed to cyberattacks against Egypt’s health ministry,
telecommunications companies, internet service providers, and political and military
organisations (ClearSky Cyber Security 2021; Center for Strategic and International
Studies 2022, 22; Council on Foreign Relations 2022).

Despite these threats, Egypt possesses no known, publicly acknowledged offensive
cyber capabilities. Though it ranks high on the ITU index, it ranked the lowest in Harvard's
National Cyber Power Index, which ranked 30 cyber mature countries according to ‘cyber
intent and capability’ (Voo et al. 2020). One possible explanation for this is that Egypt's
emerging economy status means that it lags behind wealthier neighbours in terms of
the investments in national ICT infrastructure, human capital, and resources. According
to one analyst, ‘the existence of sophisticated cyber weapons seems highly unlikely, as
there is little evidence to suggest Egypt has the capacity or resources necessary to
develop these capabilities in-house’ (Shea 2021).

Egyptian authorities may also be reluctant to claim responsibility for cyberattacks or
publish information about their cyber capabilities (Voo et al. 2020, 33). Attacks by the
Egypt-based Cyber Horus Group on Ethiopian government websites over the filling of the
Nile Grand Renaissance Dam, a hot button political issue between the two nations, would cer-
tainly appear to align with broader Egyptian foreign policy goals, even if there is no known
linkage between the Cyber Horus Group and the Egyptian government (Shea 2021). Likewise,
Egypt has invested heavily in tools of surveillance to monitor terrorists and cybercriminals.
However, there are speculations that their use extends to suppress internal dissent, particu-
larly in the aftermath of the Arab Spring (Hassib and Shires 2021). In this sense, Egypt's broad,
and expansive definition of Cll may be deliberate, allowing authorities to include the content
produced by citizens as broader threats to information security (Shires 2018). Unfortunately,
digital surveillance has become widespread at a global level (Zuboff 2019).

As with Nigeria, Egypt’s experience with Cll protection suggests that emerging econom-
ies have been informed by the experience of early digitising countries, but have also
adapted these norms to suit their specific threat environment. Like Nigeria, Egypt's experi-
ence as an emerging economy means that, to some degree, the protection of Cll must be
balanced with or subsumed into broader efforts to build out economic infrastructure in key
sectors. Given Egypt’s geography, expansive definition of critical infrastructure, and per-
ceived internal and external threat environment, it is perhaps of little surprise that Egypt
has made the protection of Cll a priority. Finally, Egypt’s rapid rise up the global cybersecur-
ity commitment rankings demonstrates how the human factor is central to cybersecurity
efforts. In the banking and telecom sectors, concerted efforts by Egyptian authorities to
set up robust institutional structures, train and provide career paths for cybersecurity pro-
fessionals, and provide funding through public-private partnerships with banks or other
private sector institutions appear to have been crucial in enabling Egypt to build cyber
capacity despite limited resources. So far, other critical sectors have not launched similar
initiatives, and are thus lagging behind in cybersecurity capacity building efforts.

Conclusion and policy implications

The experiences of Nigeria and Egypt offer several important lessons for scholars and pol-
icymakers seeking to improve and update Cll protection across the world. Firstly, is the
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need for existing Cll norms and standards to become better informed by the realities
faced by emerging economies, and for emerging economies to carefully interpret and
adapt existing standards to their local context. Though both Nigeria and Egypt have suc-
ceeded in some important respects in adapting formal institutional architectures, such as
computer emergency response teams, cyber coordination centres, and trusted infor-
mation sharing networks into their Cll protection architecture, they face a different mix
of risks and challenges than most countries in the Global North. For example, evidence
from both cases suggests that emerging economies may need to adopt novel policy
and institutional frameworks to address the cybersecurity risks to their financial sectors
posed by the spread of mobile money. Experience from both countries also suggests
that emerging economies may need to place specific policies in place to address the
issue of brain drain through measures such as devising appropriate career paths,
financial incentives and networking opportunities, as Egypt’s efforts to build cybersecurity
resilience in its banking and telecom sectors can attest. Both cases illustrate a compelling
need for states to tailor their national cybersecurity strategies to cyberthreats that are
specific to their environment: in Nigeria's case, the cyber-enabled threat posed by
armed non-state actors, and in Egypt’s case, the protection of strategically important
undersea cables.

Secondly, both countries, in various ways, face duelling imperatives of the need to
upgrade their critical infrastructure, prioritise, and ensure cybersecurity in an environment
of limited financial resources and human capital compared to wealthier regions of the
world. Without either massive investments in cyber capacity building efforts or prioritising
resources towards the protection of potential single points of failure in the most vulner-
able sectors, evidence from both cases suggest that emerging economies may struggle to
adequately protect their Cll. Innovative funding models that leverage public-private
financing or international partnerships are needed. The Central Bank of Egypt’s reliance
on banks to fund cybersecurity training provides one potential model. Another relevant
experience comes from another African country, Togo, whose National Computer Emer-
gency Response Team achieved financial independence by choosing a public-private
partnership (PPP) model to raise funding (Hountomey et al. 2022b).

Finally, and perhaps most importantly, the experiences of both countries illustrate how
much global Cll protection efforts have to gain by more closely examining the experi-
ences of emerging economies in less digitising regions of the world rather than aspiring
to the standards of wealthy, early digitising economies. Evidence from both countries
suggests that while ‘leap-frogging’ can be challenging in countries with limited resources
to invest in advanced technology, efforts to invest in human capital and policy processes
can yield big dividends. Organisations that consider themselves to be global standard-
setters, such as the NIST, the Internet Society or the ITU, should in partnership with
regional organisations, such as the African Union, the Forum of Incident Response and
Security Teams (FIRST) and the Global Forum on Cyber Expertise (GFCE), offer more con-
crete guidance and capacity building assistance policymakers in emerging economies,
seeking to adopt contextualised approaches to Cll protection within their countries.

Despite their challenges, both countries have undertaken relatively robust Cll protec-
tion efforts in comparison to peer nations. Other countries might learn from Nigeria's rela-
tively inclusive approach to devising and implementing its national cybersecurity strategy
and policy, as well as efforts to prioritise the protection of the nation’s most vulnerable ClI



16 N. ALLEN ET AL.

and single points of failure. Likewise, Egypt’s approach of starting with a relatively small
group of technical experts and using that as a starting point to leverage innovative
models of funding to train a cadre of cybersecurity experts and build national-level tech-
nical capacity to protect Cll might also offer an important lesson learned for countries
seeking to jump-start their Cll protection efforts.

Notes

1. The opinions expressed in this article represent those of the authors and not the institutions
at which they are affiliated. The authors would also like to thank Marian ‘Ify’ Okpali for the
excellent research assistance she provided for this article.

2. Though the terms ‘critical infrastructure’ and ‘critical information infrastructure’ are at times
used interchangeably, for the purposes of this article, we follow the distinction proposed by
Maglaras et al. (2018), taking ‘critical information infrastructure’ to specifically refer to inter-
connected digital systems whose operation is necessary for the functioning of critical infra-
structure across multiple sectors.

3. For an exception, see Hountomey et al. (2022a, 2022b).
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