
The inaugural seminar to launch the NIH-funded REDSSA (Research for Ethical Data Science in 
Southern Africa) project was held at the Asara Wine Estate in Stellenbosch, Cape Town on the 
11th and 12th of April 2022. The seminar explored the ethical, legal and social implications (ELSI) 
of data science in healthcare in sub-Saharan Africa. REDSSA is one of 3 ELSI projects funded 
by the NIH in Africa. The hybrid conference was attended by about 30 delegates in person and 
approximately 50 online. In person attendance was curtailed by the ongoing COVID-19 pandemic. 

The welcome address was delivered by Professor 
Keymanthri Moodley, director of the Centre of Medical 
Ethics and Law, Stellenbosch University, 
and host of the seminar. The basic aims of the 

REDSSA project were outlined as: 

•  Establishing a suite of targeted empirical, normative 

 and conceptual research projects on the ethical, 

 legal and social issues (ELSI) in data science in 

 southern Africa

• Developing evidence- based, stakeholder driven ELSI data science guidance to inform 

 REDSSA consultations with DS-I Africa Research Hubs, Co-ordinating centres and the 

 Open Data Science Platform

• Contributing to a sustainable culture of ethically responsible research conduct in data science 

through conferencing, networking and dissemination initiatives with key stakeholder institutions 

in southern Africa
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Day 1 Plenary 1: Healthcare Data Science and Legal Issues

The REDSSA data science consultants presented the initial panel discussion, a team from the 

Stellenbosch University School of Data Science and Computational Thinking, including Professor 

Kanshu Rajaratnam, the school’s director. 

Prof Kanshu Rajaratnam presented an 

Introduction to Data Science, Dr Juan Klopper 

presented Data Science and Machine Learning 

– A Healthcare Professional’s point of view and 

Prof Bruce Watson spoke about Artificial 

Intelligence (AI) for Health and Medicine.

Data science was described as the “ability to tell 

a story using fragmented data” and includes 

disciplines such as mathematics, communications 

and computational thinking, to name a few. 

Data science focuses on data acquisition, storage, 

manipulation, exploration, analysis, reporting, communication, and data action. AI is the 

replication of human intelligence into machines. To understand the applicability of data science, 

the data management life cycle was discussed and the ethics of collecting and storing data 

were outlined.

While one uses data to make decisions, one can also make unethical decisions whereby data 

can create biases that could disadvantage certain sectors of the population. Additionally, AI can 

discriminate based on age, ethnicity and gender. Biases can also creep into algorithms in training, 

coding, and feedback given. Other ethical issues highlighted included ownership of data, privacy, 

transparency, intent, de-anonymization, liability in terms of the data provider and cyber-security. 

Some of the proposed measures to address these ethical considerations included: the time 

limit on data, the legal basis for data curation, use, and sharing; measures to secure personal 

data, privacy, transparency, accountability and data protection. Some of the solutions proposed 

included: glass box AI, signatures, and blockchain technology.

A lively discussion ensued. The following 

questions from the audience were addressed 

by the speakers:

1. Blockchain technology: strengths and challenges

2. Regulation of social media data

3. Communicating data science to communities

4. Incorporation of qualitative data into big data

5. Ownership of data 

6. Sharing of data that is discoverable. 

    Data needs to be shared but must also consider 

    which data needs to be kept private. 

(Rapporteur: Professor S Singh)
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The second panel discussion was led by the REDSSA legal consultants, a diverse team of legal 

experts including Prof Jerome Singh of the University of KwaZulu Natal, Dr Dirk Brand of 

Stellenbosch University and Prof Annelize Mc Kay from the University of Abertay (Scotland). 

Legal challenges relating to the use of Artificial Intelligence (AI) 
Dr Dirk Brand 

Dr Brand provided an overview of AI and some of the legal 

challenges.  AI is being used in almost all spheres of life, and 

this raises several legal questions.  AI is a socio-technical – 

technology that interacts and impacts individuals and society.  

It requires the use of large datasets with potential legal issues.  

While it holds many benefits it could be potentially harmful.  

Some of the legal issues include accountability, fairness 

(including issues related to bias, dignity, non-discrimination), 

privacy (for example, Covid-19 apps collect personal data 

and may be used for other purposes), and governance 

(including human involvement in AI lifecycle and oversight 

mechanisms). Legal principles must be applied throughout 

the AI lifecycle, using a process-based governance framework, including the following steps: 

problem formulation; data extraction and acquisition; data pre-processing; modelling, testing 

and validation; deployment, monitoring and reassessment.  There should be a risk-based 

approach to regulate the use of AI, that has a human-centric focus and ensures the responsible 

use of AI to benefit society.

Legal considerations for Data Transfer Agreements (DTAs) 
Prof Jerome Singh

Prof Singh highlighted the key elements of a DTA, 

in terms of governing laws and jurisdictions, 

providing certainty about the parties to the 

agreement, clear definitions of “data transfer” 

and the importance of defining key terms such 

as ‘data controller’, ‘data subject’, and ‘personal 

data’.  DTAs should also define the scope of 

work and services to be performed, issues 

relating to confidentiality and data subject 

rights should be outlined (for example, privacy, 

the right to have data deleted, etc.).  Other key 

elements of DTAs include what laws will govern 

the DTA and should make explicit the risk mitigation measures the Data Processor must take. 

DTAs should characterise security measures to be taken, and how to deal with data breaches.  

DTAs should also outline Data Protection Impact Assessment measures, audit rights, the deletion 

or return of Company Personal Data, and dispute resolution.
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Each DTA should be ‘custom-made’ and fit for purpose.  DTAs should consider evolving issues 
such as storing data on a ‘cloud’.  It is also important to consider inequities in DTA negotiations 

and drafting.  

The Protection of Personal Information Act 4 of 2013 (POPIA) 
and consent to the processing of research participants’ health 
and genetic information 
Professor Annelize McKay

Prof McKay outlined the types of consent 
(narrow, tiered and broad), as indicated in 
the DOH Ethics in Research Guidelines (2015) 
and provided the position before POPIA was 
enacted.  Human and biological materials 
(HBMs) and their accompanying information have legal and ethical significance and are potentially 
scientifically and commercially valuable. The Protection of Personal Information Act 4 of 2013 
(POPIA) explicitly legislates consent for the processing of personal information pertaining to HBMs. 
The paper explores the consent requirement for the processing of health information as set out in 
POPIA and concludes that, to circumvent the onerous requirement in section 1 of POPIA that 
consent should be “voluntary, specific and informed”, research institutions should come together 

to apply to the Information Regulator for a sector-wide exemption of all health research projects.
 

((Rapporteur: Professor T Burgess, Professor A McKay)

Day 1 Plenary 2: Sub-Saharan Africa and Data Science

The following presentations emanate from the INFORM Africa Research Hub, a collaborating 
project with which the REDSSA ELSI group is associated. INFORM Africa is one of 7 Research 
Hubs funded by the NIH as part of the Data Science Innovation in Africa (DSI-Africa) project. The 
team includes Professor Alash’le Abimiku who works at the Institute of Human Virology in Nigeria 
and is the overall PI of the project, Professor Chenfeng Xiong, 
an Associate Research Professor at the University of Mary-
land and Dr Cheryl Baxter Head of Scientific Support, Centre 
for Epidemic Response and Innovation (CERI), Stellenbosch 
University. The project examines the role of data streams 
in informing infection dynamics in Africa. 

INFORM Africa Overview 
Professor Alash’le Abimiku

Professor Abimiku presented a broad 

overview of the INFORM Africa project, which 
commenced about six months ago. The other 
Principal Investigators are Prof Vivek 
Naranbhai, Prof Tulio de Oliveira, Prof 
Manhattan Charurat and Prof Chenfeng Xiong. 
The main goal of the research hub is to 
develop population - scale data streams as 
a cornerstone of future pandemic prepared-
ness. INFORM Africa consists of three sub 
projects and two cores - administrative and 
DMAC (data management and analysis core).
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Aim 1 of the project is to establish data streams to understand the multi-layered interactions that 

may explain the dynamics and impact of COVID 19. 

Aim 2 is to develop geospatial tools for use by country leadership and governments in pandemics 

to improve preparedness. 

Aim 3 is to expand data science research opportunities through engagement with the broader 

DSI Africa (Data Science Innovation in Africa project) and through pilot projects. 

Aim 4 is to maintain sustained engagement with policy makers and governments to promote 

open access to data and the redistribution and uptake of tools developed by INFORM Africa. 

The two key countries focused upon on are Nigeria and South Africa, and they will be examining 

both COVID-19 and HIV. She explains that REDSSA will help with stakeholder engagement 

including the Community Advisory Board. The study is further sub-divided into three projects. 

Project 1 examines the interaction between geospatial locations of infectious agents, 

communication patterns, viral genetic and social network data. It will use national survey 

databases. Project 2 examines different layers of mobility interactions and the mobility of 

infectious agents. Mobile device data is important to Project 2. Project 3 looks at COVID-19 spread 

and the effect of HIV, to examine the interaction between the two infectious agents with the goal 

of using data to improve pandemic preparedness.

Human Mobility Analytics and Modeling to Inform the Studies of 
Disease Transmission
Professor Chenfeng Xiong

Professor Xiong works in transport engineering 

related to health research. He demonstrated 

interesting visualizations depicting human 

mobility in a city. His project aims to quantify 

human mobility using technological advances 

such as smartphone applications that are GPS 

activated. These have become sources of data 

to researchers. Mobile device location datasets 

are important types of information. This data 

also uses analytics and machine learning in 

order to predict various aspects of mobility such as the type of travel. Mobility data is linked to 

attempt to answer public health questions. Another aspect of the project is to use a data-driven 

approach, deep learning algorithms and AI to reconstruct entire populations, trying to learn 

different aspects of the population’s travel. Important challenges to the project include privacy 

protection, sample representation and addressing potential biases. 
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Facilitating and supporting effective data management and 
analysis across the INFORM Africa consortium 
Dr Cheryl Baxter

Dr Baxter introduced the DMAC goal to provide 

a data management platform and technical 

support for seamless work within and between 

the Cores and Projects of the INFORM Africa 

Hub. Various sources of data for INFORM Africa 

were outlined including cell phone tracking 

data, the Nigerian Centre for Disease Control, 

the SA National Institute for Communicable 

Diseases and Discovery Health Data, amongst 

many others. Ethical considerations include 

REC approval, informed consent and data 

security as well as data privacy and compliance 

with POPIA legislation. 

(Rapporteur: Dr A Domingo)

Day 1 Plenary 3: Conceptual Ideas around Data Ethics

The third plenary session discussed philosophical and conceptual ideas involving data science. It 

was presented by bioethicists from the USA and SA. 

Prof Ken Goodman’s (University of Miami) presentation, “Data Standards and Reproducibility,” 

linked issues in software engineering ethics to challenges related to reproducibility in the 

biosciences. Key points included that the establishment of standards is itself a component of 

ethics; that data and information and their collection, storage and use pose important challenges 

related to computational analysis; that the foundations of software engineering ethics are 

universal and might improve reproducibility; and that RECs can play a key oversight role in 

bioresearch computing. 

In the session “The Prospects of Ubuntu as a Moral Theoretical Framework, Prof Kevin Behrens 

(Steve Biko Centre for Bioethics, University of Witwatersrand) presented “The prospects of Ubuntu 

as a moral theoretical framework” and provided an overview of the development of Ubuntu as 

an ethic and made the case that key Ubuntu-related notions such as solidarity, interrelatedness, 

and prizing harmony and community should factor significantly in the discourse about research 

ethics in Africa, without us necessarily using the term Ubuntu to describe these ideas. Our ethical 

deliberations, he argued, will be enriched by these indigenous moral conceptions. 

In his talk, “Ethical and governance challenges in the use of large datasets”, Prof Sergio Litewka 

(University of Miami) spoke about how the ubiquitous and global nature of scientific research 

based on data science creates methodological and ethical challenges stemming from where the 

data is collected, the potential voluntariness of the “data donors,”
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the quality of data and the array of disciplines that can draw on these processes. Issues such as 

data governance, the unpredictability of its outcomes, and responsibility and accountability for 

the oversight and management of this information represent still uncharted territory. Strategies 

for sharing information among researchers, programmers, academic institutions, and industry 

must also accommodate scenarios with diverse legal, cultural, and ethical frameworks. To 

respond to these novel challenges in the field of scientific research, initial actions should focus 

on strengthening the analytical and critical reasoning capacities of RECs for reviewing studies 

containing large datasets of any kind of individual information and to aim for an international 

consensus on the creation of a universally applicable governance model. 

Prof Stuart Rennie (University of North Carolina at Chapel Hill) focused on “Health-Related 

Mobility Research” using cell phone data, identifying six key ethical concerns: individual privacy, 

group privacy, community engagement and trust, mobility analysis and health policy, function 

creep and accountability, and stakeholder relationships. While using cell phone data to track 

peoples’ movements may have public health benefits (particularly in epidemics), the data is non-

consensually gathered from for-profit companies, and may render groups identifiable in ways that 

increase their vulnerability. This highlights the importance of ethical reflection on this particular 

type of data science as it is conducted in the African context.  

(Rapporteur: Professor S Rennie)
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Day 2 Plenary 4: Stakeholder Engagement

This session consisted of small groups of brainstorming discussions around what 

stakeholder and community engagement means in the context of data driven research, 

The intention was to gain an understanding of participant’s experiences with community 

engagement practices. 

Dr Lulu Nair, a senior lecturer and clinician with a background in clinical trial research, 

GCP training and bioethics, and co-investigator to REDSSA started by providing a 

perspective of stakeholder engagement (SE) with reference to a recent article by Wilkson 

et al (2022) which highlights the importance of SE as a tool for good participation in 

research, however it raises some concerns. Dr Nair mentioned the need to address 

concerns such as tokenism and other 

negative consequences that arise from 

SE. She highlighted that the level of 

engagement should not necessarily 

be the same across various studies.  

The seminar attendees were then engaged 

in group discussions to provide more 

insights on what SE in data science

research entails. Overall, the plenary discussion centred on the need to move away from 

the traditional models of community engagement (CE) or SE and find new approaches for 

data driven research.  

Following small group discussions, the 

group leaders provided feedback to all 

attendees. One group suggested using 

a global citizenship participation model 

while others suggested the need to 

redesign the engagement activities 

from CE to public engagement (PE). 

The shift is to accommodate the fact 

that data science involves diverse and 

large populations.

Dr Emmanuel Obasa, REDSSA researcher, presented an interactive Community 

Engagement discussion whereby he presented frequently asked 

questions (FAQs) regarding data science and related terminology, 

comparing “technical” and “non-technical” definitions, and eliciting 

feedback from the audience. The FAQs included, “what is data 

science research”? And “what is data”?  

Overall,  participants felt that

when providing definitions, context

needs to be provided  and the inclusion

of case vignettes may  help to describe

data science issues.
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Dr Chad Beyer shared the TRUCE Model which 

was developed to improve CE in genomic 

research (Moodley and Beyer, 2019). This model 

recognizes the Ubuntu philosophical 

perspective which embraces both 

individualism and communitarianism. 

The model also embraces solidarity, 

reciprocity and transparency, among others. 

It was suggested that the TRUCE model 

can be applied to data science research.  

 

(Rapporteur: Ms T Mtande)

Day 2 Plenary 5: Crowdsourcing

The plenary session consisted of a variety of pre-recorded presentations (by Professor Joe 

Tucker) and live Zoom sessions describing the main steps to launching a crowdsourcing 

project. 

This session, moderated by Dr Suzanne Day, a sociologist and post-doctoral fellow 

at UNC was intended to introduce the audience to the use of crowdsourcing as an 

innovative community engagement tool for research involving the use of large data sets.  

The session started with an introduction to crowdsourcing by Dr Joseph Tucker, associate 

professor of medicine at UNC and chair of the Social Entrepreneurship to Spur Health 

(SESH) Advisory Committee.  Professor Tucker started his talk by reminding the audience 

that “crowdsourcing” is the process of having a group solve a problem and then sharing 

that solution widely with the public.  The value of crowdsourcing is that it utilizes a bottom 

up approach, which ensures that marginalized groups are engaged and that partnerships 

ensure sustainability. This approach to community engagement is transparent, fair and an 

effective tool to develop consensus on problem solving.   

The rest of the session was devoted to the steps in successful crowd sourcing with 

Dr Eneyi Kpokiri from the London School of Hygiene providing useful pointers on 

establishing a steering committee for the crowdsourcing initiative.  She reiterated that 

it was important to set out the roles and responsibilities of the steering committee in 

addition to careful selection of the committee members.  Diversity of membership of 

the SC is important and should include local committee members, government officials, 

health care professionals, community-based organizations and social media network 

leaders/influencers.  In initiating the process of engagement or setting up a challenge 

contest Dr Kpokiri recommended posing a simple question, sharing a quote or a story 

related to the health challenge/issue.  
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Post-doctoral fellow at UNC, Dr Rayner Tan 

discussed strategies to engage the community 

to contribute to an open call.  In crafting the 

message for an open call for engagement it was 

important to consider who is the target audience, 

what is the key message and why the viewer/

respondent should care about contributing.  

Dr Tan recommended developing a social media 

toolkit to reach a larger and more diverse 

audience.  Developing frequently asked 

questions (FAQs) were also useful in addition to infographics. 

 

Dr Day then went onto discuss receiving and evaluating submissions to the open call and 

how to recognize contributions fairly by establishing a judging committee.  Fairness could 

be enhanced by use of a scoring rubric to assess description of the strategy, the relevance, 

innovation, feasibility, and potential impact.  Recognizing contributions is key to success 

of an open call and reiterated the point raised earlier by Dr Kpokiri that financial incentives 

did not always work and that commendations were more likely to be better received.  It 

was also important to stipulate early on to potential respondents that a time commitment 

was essential for meaningful participation and outcomes.  

Dr Weiming Tang, associate 

professor of medicine at UNC 

and member of the SESH advisory 

committee, provided valuable 

suggestions on the evaluation 

of crowdsourcing open calls.  

His presentation was followed 

by Dr Tucker addressing possible 

risks associated with crowd-

sourcing open calls and possible risk mitigation strategies.  Identified risks included 

inadvertently excluding key sources, poor quality of responses, over reliance on single 

strategies and poor dissemination of results.  Dr Suzanne Day closed the session by 

reminding seminar delegates that open calls collect different data as compared to a quiz / 

survey and that an open call is a call for ideas and not opinions.  

 

(Rapporteur: Dr G Nair)

Conclusion

The inaugural seminar was a successful event that launched the REDSSA project which is 

expected to run over the next five years. REDSSA will be hosting another larger seminar in 

Year Two of the project. Over the years to come, diverse stakeholders will be engaged to 

discuss the way forward with data sharing, access and protection in sub-Saharan Africa. 
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